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EXECUTIVE SUMMARY

PURPOSE
The primary objective of these policies is to protect the confidentiality, integrity, and availability of systems

and information managed by Deramann Group and its subsidiaries. This framework ensures that the
organization’s critical assets are shielded from unauthorized access, tampering, and disruption, supporting
operational continuity and regulatory compliance.

Confidentiality — Safeguards sensitive information by preventing unauthorized access, ensuring that data is
only available to individuals with proper clearance. This minimizes the risk of data breaches and leaks.

Integrity — Ensures that assets and information are modified only through authorized and documented
processes. This guarantees that data remains accurate, reliable, and trustworthy, supporting husiness
decisions and protecting against corruption or unauthorized changes.

Availability — Maintains uninterrupted access to critical systems and data for authorized users. This prevents
downtime, ensuring operational efficiency and enabling users to perform their roles effectively without

unnecessary delays or disruptions.

The IT and Security Policies and Procedures document is a dynamic resource that must be consistently
reviewed and updated to reflect changes in technology, evolving business needs, and emerging security
threats. By adapting to the shifting landscape, Deramann Group ensures its systems remain secure, resilient,
and aligned with best practices in cybersecurity and information management.

SCOPE

These policies are aligned with the information security management system (ISMS) standards established by
the International Organization for Standardization (I1SO), specifically ISO 27716 and 1SO 9001. This alignment
ensures that Deramann Group’s information security practices adhere to giobally recognized frameworks,
reinforcing the protection of sensitive data and business operations.

The policies apply to Deramann Group and all its subsidiaries, covering a broad scope of activities and
resources. This includes the use of company information, information systems, devices, and physical premises
for conducting business or interacting with internal networks and enterprise systems.

These guidelines are applicable regardless of ownership or origin—whether the assets are owned or leased by
the company, the employee, or a third party. All employees, contractors, and third-party collaborators must




adhere to these policies to ensure the secure handling and management of data, thereby safeguarding the
integrity and resilience of the organization’s digital and physical environments.

By enforcing these standards, Deramann Group aims to minimize security risks, maintain compliance, and
foster a culture of accountability and vigilance across all levels of the organization.

GOVERNANCE AND CONFORMANCE
1. Mandatory Enforcement — The enforcement of these policies is compulsory across all levels of
Deramann Group. Strict adherence ensures the consistent protection of information assets and

minimizes security vulnerabilities.

2. Compliance Responsibility — Compliance with these policies is mandatory for all employees,
contractors, consultants, and third parties, as outlined in the applicability section. Depending on the
nature of the IT system, responsibility for ensuring compliance rests with the General Manager,
Finance Manager, Head of ICT, IT In-Charge, or relevant Line Managers. These individuals are
accountable for overseeing and enforcing adherence within their respective areas, ensuring that
security measures are properly implemented and maintained.

3. Contractual Obligation ~ Compliance with these policies is integrated into the terms of employment
and engagement at Deramann Group. This applies to employees, contractual staff, and consultants.
Vendors and third parties are also bound to these policies through non-disclosure agreements (NDAs)
and other relevant contracts. By embedding security requirements into formal agreements, Deramann
Group reinforces the expectation of accountability and commitment to information security across its

entire ecosystem.

Deramann Group emphasizes the importance of security as a shared responsibility, promoting a secure
working environment and safeguarding organizational assets against potential threats.

EXCEPTIONS

Requesting Cxceptions — Any deviations from these policies must be formally requested and justified.
Exceptions can be sought from the Head of IC1 or 11 In-Charge, provided there is adequate business
justification. Approval or recommendation from the respective Business Division Head is required unless

specific policies outlined in this document state otherwise.

Management Ratification — The Head of ICT or IT In-Charge is responsible for presenting any approved
exceptions to senior management for ratification. This ensures that deviations are reviewed at the highest

level to assess potential risks and impacts on the organization’s security posture.




By maintaining a structured process for handling exceptions, Deramann Group ensures that any deviation
from standard security practices is carefully evaluated and justified, halancing operational flexibility with the

need to protect critical assets and maintain overall security integrity.

VIOLATIONS

1. Consequences of Violations — Violations of these policies, whether through negligence or intentional
misconduct, will result-in disciplinary action as determined by Deramann Group’s management. The
company maintains a zero-tolerance approach to breaches that compromise the security and integrity
of its systems and information.

2. Disciplinary Measures — Depending on the severity of the violation, disciplinary actions may include:

o Verbal or Written Warning — Issued for minor or first-time infractions.
Counselling — To address the violation and prevent recurrence.
Revocation of Access Rights — Immediate restriction of access to sensitive systems or data.
Termination of Employment/Contract — For serious or repeated violations.
Legal Action and Claims — In cases of significant breaches that result in damages, Deramann
Group may pursue legal claims and compensatory damages.

¢ O o0 ©

These measures ensure that employees, contractors, and third parties understand the importance of adhering
to security policies. By enforcing strict penalties, Deramann Group emphasizes its commitment to safeguarding
organizational assets and maintaining a secure operating environment.

ACCEPTABLE USE POLICY

Deramann Group is committed to safeguarding its information assets and ensuring the secure and
responsible use of its facilities, systems, and data. To reinforce this commitment, the company has
implemented an Acceptable Use Policy (AUP) that sets clear guidelines for the appropriate and secure
usage of its information resources.

This policy applies to all personnel, including employees, contractors, consultants, and third-party
collaborators. Every individual is accountable for adhering to the AUP without exception. [t is the
collective responsibility of Deramann Group and its subsidiaries to ensure that sensitive information
and critical systems are protected from threats, whether they arise internally or externally, and
whether intentional or accidental.

¢ The key objectives of the AUP are to:

¢ Maintain Confidentiality — Ensuring that sensitive data is accessible only to authorized personnel,
preventing unauthorized disclosure.

e Ensure Data Integrity — Safeguarding the accuracy and reliability of information, ensuring that data
remains unaltered unless by authorized processes.




* Guarantee Availability - Ensuring that critical information and systems are accessible when required
to support business operations.

* Achieve Compliance - Adhering to all relevant statutory, regulatory, and contractual obligations
governing information security and data protection.

* Protect Brand and Reputation = Preventing actions that could compromise the integrity, reputation, or
public perception of Deramann Group.
Each user must exercise good judgment regarding the appropriate and ethical use of Deramann
Group’s information, systems, and devices, All activities must align with company policies, industry
standards, and local laws. Misuse, negligence, or intentional violations will not be tolerated and may
result in disciplinary action, up to and including termination or legal proceedings.

By adhering to this policy, Deramann Group fosters a secure working environment, mitigating risks and
ensuring the resilience of its information systems and operational processes.

RISK MANAGEMENT FRAMEWORK

Deramann Group has developed a comprehensive Risk Management Framework to proactively
identify, assess, and mitigate potential threats to the organization. This framework is designed to
minimize the impact of risks on the company’s information technology (IT) ecosystem and ensure the
protection of critical assets. It also establishes mechanisms for continuous monitoring, evaluation, and
management of residual risks.

The Risk Management Framework aims to:

» ldentify and Assess Risks and Threats — Regularly evaluate potential vulnerabilities and threats within
Deramann Group's IT ecosystem 1o understand their nature, scope, and potential impact. This includes
threats from both internal and external sources.

« Plan Risk Mitigation Strategies — Develop and implement effective responses to minimize or eliminate
identified risks. These plans ensure that preventive measures are in place to avert disruptions and

protect business continuity.

o Safeguard Assets and Systems — Deploy robust security controls and technologies that enable early
detection of risks. This proactive approach ensures timely resolution and reduces the likelihood of

security breaches or system failures,

» Preserve Confidentiality, Integrity, and Availability — Protect sensitive information by maintaining
data confidentiality, ensuring its accuracy and reliability, and guaranteeing continuous access to
authorized personnel. This forms the foundation of Deramann Group’s information security strategy.

¢ Maintain a Risk Register — Document all identified risks, their status, and mitigation measuresin a
continuously updated Risk Register. This register provides transparency, accountability, and insight into
the organization’s risk landscape, enabling informed decision-making.




By embedding risk management into its operational processes, Deramann Group strengthens its
resilience against evolving threats. This proactive stance not only protects the company’s assets but
also supports regulatory compliance and enhances stakeholder confidence,

SECURE SOFTWARE DEVELOPMENT LIFE CYCLE

Deramann Group enforces a Secure Software Development policy throughout all stages of the
software development lifecycle (SDLC), whether projects are developed in-house or by third-party
suppliers. This policy ensures that proper coding standards are consistently followed, and critical
systems undergo rigorous security assessments before deployment.

The key objectives of this policy are to:

» Establish Clear Development Requirements — Define and implement standardized requirements for
both in-house and client-related software development processes. This ensures consistency, quality,
and alignment with security best practices across all development initiatives.

» Prevent Unsafe Coding Practices — Safeguard against vulnerabilities resulting from poor coding
practices that could lead to unauthorized access, data modification, or data destruction. By adhering to
secure coding guidelines, Deramann Group reduces the risk of exploitable weaknesses that may

otherwise go undetected.

+ Enhance Application Security — Conduct thorough security assessments, including code reviews,
penetration testing, and vulnerability scanning on critical systems prior to production deployment. This
ensures that security flaws are identified and addressed before the software is released.

» Ensure Effective Change Management - Implement structured controls to manage application
development and change processes, ensuring that modifications are systematically evaluated, tested,
and documented. This approach minimizes risks associated with software updates and new feature

integrations.

« Promote Lifecycle Security — Apply security measures at every phase of the SDLC, from initial design to
final deployment and maintenance. This end-to-end focus helps maintain the integrity, confidentiality,

and availability of application software.

By embedding security within the development process, Deramann Group not only enhances the
resilience of its applications but also strengthens overall information security posture, protecting
against emerging threats and ensuring reliable and secure software solutions.




THREAT CONTROL

Deramann Group’s Security Management policy is designed to safeguard its IT operations and assets,
including network devices, databases, servers, user endpoints, mobile devices, and cloud
environments. This policy ensures that all critical infrastructure is protected against internal and
external threats, whether intentional or accidental.

The primary objectives of this policy are to:

+ Implement Robust Security Controls — Ensure that comprehensive and effective security controls are
in place across Deramann Group’s IT environment. This safeguards sensitive data from unauthorized

access, breaches, and disruptions,

» Protect Critical Assets — Secure all applications, data, business processes, and essential technology
assets 1o prevent compromise. Regular maintenance and updates are conducted to ensure these
assets remain resilient and protected against evolving threats.

» Ensure Network and System Security — Maintain the security and integrity of networks, devices, and
systems that support the operations of Deramann Group and its subsidiaries. This includes configuring
systems to minimize vulnerabilities, applying appropriate security patches, and continuously
monitoring for suspicious activity.

Security management is an ongoing process that requires collaboration across departments and
continuous adaptation to emerging risks. By embedding security into every layer of its IT infrastructure,
Deramann Group enhances operational resilience, minimizes risk exposure, and protects its brand

reputation.

This policy reinforces the company’s commitment to fostering a secure environment for all business
operations, ensuring the confidentiality, integrity, and availability of critical systems and information

assets.

INFRASTRUCTURE SCALING AND TUNING

Deramann Group recognizes the importance of maintaining a high-performance and reliable IT
environment to support business operations and ensure the stability of its IT infrastructure. The
Capacity and Configuration Management policy is designed to ensure the consistent performance,
functionality, and physical integrity of IT systems.

The primary objectives of this policy are to:

» Ensure Adequate Capacity — Maintain sufficient capacity within the IT environment to meet current
and future demands. This includes proactive monitoring and scaling of resources to prevent
performance degradation or system overloads, ensuring business continuity.




+ Optimize IT Services — Deliver IT services in a cost-effective and timely manner by efficiently managing
resources and aligning them with operational needs. This approach enhances productivity while
controlling expenses related to over-provisioning or resource shortages.

» Facilitate Change and Maintain Integrity ~ Enable smooth transitions and updates in software,
applications, and hardware by implementing structured change management processes. This ensures
that system integrity is preserved, configurations are properly documented, and visibility into IT assets
is maintained throughout their lifecycle.

By aligning IT capacity and configuration management with business objectives, Deramann Group
enhances the reliability of its IT infrastructure, minimizes downtime, and supports scalability as the
organization evolves. This policy ensures that IT resources are effectively utilized, contributing to
improved performance, operational efficiency, and long-term sustainability.

CHANGE MANAGEMENT

Deramann Group enforces a structured Change Management policy to govern all modifications to'its IT
systems. This formal process ensures that changes are systematically requested, reviewed, approved,
communicated, and tested prior to implementation. By adhering to this policy, Deramann Group
minimizes risks and reduces the potential impact of changes on business operations.

Key Objectives of the Change Management Policy:

» Risk Mitigation — Ensure that all changes undergo thorough risk assessment and testing to identify
potential issues before deployment. This helps prevent disruptions, data loss, or vulnerabilities
resulting from unplanned modifications.

« Consistency and Control - Establish a standardized process for initiating, approving, and documenting
changes. This promotes consistency, accountability, and traceability across all IT environments.

s Effective Communication — Guarantee that all stakeholders are informed of planned changes in
advance. Clear communication reduces the likelihood of operational surprises and ensures users are
prepared for system updates or downtime.

» Operational Continuity ~ Minimize downtime and service interruptions by carefully planning and
scheduling changes at appropriate times, ensuring seamless transitions and uninterrupted business
operations.

e Audit and Compliance — Maintain detailed logs of all changes, approvals, and outcomes. This provides
a clear audit trail for compliance, internal reviews, and future reference.

By implementing this policy, Deramann Group strengthens the stability and reliability of its IT systems,
supporting smooth technological evolution while safeguarding critical assets and services. The
structured approach to change ensures that IT systems remain resilient, adaptable, and aligned with

business needs.




USER AUTHENTICATION AND AUTHORIZATION

Deramann Group's ldentity and Access Management (IAM) policy is designed to protect information
systems and assets from unauthorized access, data loss, contamination, or destruction, By

implementing robust access controls, the organization minimizes the risk of accidental or intentional
data breaches, ensuring that sensitive information remains secure and accessible only to authorized

individuals.

Objectives of the Identity and Access Management Policy:
» Secure Information Assets — Establish comprehensive rules for the creation, monitoring, control, and
removal of user access to IT assets and services, These rules are aligned with business requirements to

ensure that access is granted based on necessity and relevance to job roles.

» Access Control and Authorization — Ensure that access to Deramann Group’s information resources is
carefully managed to balance security with operational efficiency. This policy limits unauthorized
access while providing seamless access to information assets for those who require it to perform their

duties,

» Role-Based Access ~ Implement a role-based access control (RBAC) system to ensure that users are
granted permissions according to their job functions. This minimizes excessive privileges and reduces

the risk of internal threats.

» Continuous Monitoring and Review — Regularly monitor user access and review permissions to ensure
compliance with security policies. Access rights are adjusted as roles change or when users leave the

organization.

» Access Removal — Ensure timely revocation of access for departing employees, contractors, or third
parties to prevent unauthorized use of company resources.
By adhering to this policy, Deramann Group enhances the security of its information processing
facilities, protecting against data breaches while ensuring authorized users have the access they need
to fulfill their roles effectively. This approach strengthens overall information security and supports

regulatory compliance.

UPDATE AND MAINTENANCE CONTROL

Deramann Group’s Patch Management policy establishes the necessary security controls and processes
for systematically applying patches across all digital assets. This policy aims to minimize information
security risks by ensuring that software programs and IT systems remain up to date, secure, and

resilient against vulnerabilities.




Objectives of the Patch Management Policy:

» Patch Identification and Deployment ~ Establish procedures to identify, acquire, and deploy
appropriate patches for software, operating systems, and applications. This ensures that critical
vulnerabilities are addressed promptly, reducing the risk of exploitation.

» Scheduled Patching — Implement a structured patching schedule that prioritizes patches based on
severity and system criticality. This minimizes disruptions to business operations while ensuring timely
updates to essential systems:

« Testing and Validation — Apply best practices for acquiring, testing, and installing patches. Patches are
thoroughly tested in controlled environments before deployment to production systems, ensuring
compatibility and preventing unintended disruptions.

* Vuinerability Remediation — Ensure that system bugs and security vulnerabilities are promptly
identified and addressed. This proactive approach mitigates potential threats and enhances the overall
security posture of Deramann Group’s IT infrastructure.

« Continuous Monitoring and Compliance — Regularly- monitor patch levels across systems to verify
compliance with security policies and industry standards. Automated tools may be used to track patch
statuses and generate reports for audits and reviews.

By adhering to this policy, Deramann Group reduces the risk of cyberattacks, improves system
reliability, and ensures that IT assets remain protected against emerging threats. This structured
approach to patch management plays a critical role in safeguarding sensitive data and maintaining
operational continuity.

ASSET AND ENVIRONMENTAL SAFETY

Deramann Group’s Physical and Environmental Security policy ensures the protection of buildings and
IT infrastructure from physical and environmental threats. This policy safeguards critical IT systems and
facilities, reducing risks associated with natural disasters, unauthorized access, and other potential
hazards. Environmental controls are implemented to prevent damage to IT assets, ensuring the

continuity and reliability of operations.

Objectives of the Physical and Environmental Security Policy:

o Establish Minimum Security Requirements — Define and enforce baseline physical security measures
for all facilities housing IT infrastructure. This includes secure entry points, surveillance systems, and
access controls to prevent unauthorized access to sensitive areas.

+ Protect Against Environmental Threats — Implement environmental controls, such as fire suppression
systems, temperature and humidity regulation, and uninterruptible power supplies (UPS). These




measures help protect IT equipment from overheating, water damage, power surges, and other
environmental risks.

» Prevent Unauthorized Access ~ Deploy access restrictions, including badge systems, biometric
controls, and security personnel, to safeguard server rooms, data centers, and other critical facilities.

Only authorized personnel are permitted entry to sensitive areas.

« Monitor and Audit —~ Regularly monitor and audit physical security systems and environmental controls
to ensure they remain effective and compliant with internal policies and external regulations. Security
incidents and breaches are logged, investigated, and addressed promptly.

» Disaster Recovery and Redundancy — Ensure that physical security measures align with disaster
recovery plans. Backup systems, redundant power supplies, and alternative sites are maintained to
ensure business continuity in the event of physical or environmental disruptions.

By implementing this policy, Deramann Group ensures that its IT infrastructure is resilient against
physical and environmental threats, protecting critical assets and supporting uninterrupted business

operations.

BACKUP AND RESTORE

Deramann Group’s Backup and Restore policy ensures the protection and availability of critical
business data and applications through regular, secure backups. By adhering to best practices, the
company mitigates the risks associated with data loss, enabling the swift recovery of essential
information to minimize operational disruptions.

Objectives of the Backup and Restore Policy:

« Ensure Reliable Data Backup — Establish procedures to regularly back up business-critical data and
applications in alignment with operational and regulatory requirements. Backups are stored securely
on secondary devices or cloud environments to ensure redundancy and protection.

« Guarantee Data Recoverability — Enable the rapid restoration of data and applications in the event of
loss or corruption caused by power outages, cyberattacks, human error, natural disasters, or other
unforeseen events. The recovery process is designed to meet acceptable timeframes, minimizing

downtime and ensuring business continuity.

» Maintain Backup Integrity — Perform periodic testing of backup systems to verify that data can be
successfully restored. This ensures that backup copies are accurate, complete, and functional when

needed.




» Define Retention Policies ~ Implement data retention guidelines to ensure backups are retained for
appropriate durations based on business, legal, and regulatory requirements. Older backups are
systematically archived or deleted in line with data lifecycle policies.

» Secure Backup Storage — Protect backup data from unauthorized access or tampering through
encryption, access controls, and secure storage locations. This reduces the risk of data breaches
affecting backup files.

SYSTEM EVENT AND INCIDENT TRACKING

Deramann Group acknowledges that IT incidents can disrupt operations and significantly impact
business functions and client services. The IT Incident and Event Log Management policy establishes a
structured approach to identify, classify, escalate, and respond to incidents swiftly, minimizing their
impact on business operations and stakeholders.

Objectives of the IT Incident and Event Log Management Policy:

» Standardize Incident Management — Implement a consistent incident management process across all
entities within Deramann Group. This ensures uniform handling and resolution of incidents, regardless

of their origin or severity.

» Minimize Operational Impact - Respond to incidents promptly, addressing them within agreed service
levels to reduce disruption to normal operations. This proactive response limits downtime and
preserves business continuity.

» Threat Mitigation and Rapid Response — Equip the organization to detect, escalate, and combat
threats efficiently. By acting swiftly, Deramann Group prevents incidents from escalating into larger
issues that could result in financial loss, legal consequences, or reputational damage.

« Incident Documentation and Analysis — Ensure that all incidents are thoroughly documented, creating
a repository for future reference and analysis. This enables the identification of patterns and supports

the development of long-term preventive measures.

« User Expectation Management — Communicate effectively with end-users regarding incident status,
timelines, and resolutions. Managing user expectations fosters trust and ensures transparency during

incident resolution.

+ Root Cause Analysis — Investigate and address the underlying causes of recurring incidents. By
implementing permanent solutions, the organization reduces the likelihood of repeated disruptions,

saving time and costs in the future.




By adhering to this policy, Deramann Group enhances its ability to manage IT incidents effectively,
strengthening operational resilience and ensuring the continued delivery of high-quality services to
clients and stakeholders.

ITPROCUREMIEENT AND VENDOR MIANAGEMENT

Deramann Group adopts a structured IT Procurement and Vendor Management policy to ensure that
all technology acquisitions align with the company'’s strategic goals while minimizing risks and
maximizing value. This policy facilitates the seamless integration of procured hardware, software, and
services into the existing IT infrastructure across the group’s subsidiaries.

Objectives of the IT Procurement and Vendor Management Policy:

» Strategic Alignment — Ensure that the procurement of IT goods and services alighs with Deramann
Group’s overall strategic objectives and long-term business goals. This guarantees that technology
investments directly support operational. growth and innovation.

» Consistency Across Subsidiaries — Promote a standardized procurement process across all subsidiaries
to enhance efficiency, reduce duplication, and ensure uniformity in technology adoption throughout

the organization.

o Seamless IT Integration — Facilitate the smooth integration of newly procured hardware and software
within the group’s existing IT infrastructure. This reduces compatibility issues, enhances
interoperability, and maximizes return on investment.

» Informed Procurement Decisions — Support procurement choices with comprehensive assessments
focusing on business requirements, cost-effectiveness, and long-term value. This approach ensures
that IT acquisitions are driven by functionality, performance, and alignment with organizational needs.

» Vendor Accountability and Governance — Ensure that all products and services acquired from vendors
are governed by appropriate Service Level Agreements (SLAs), warranties, or maintenance contracts,
This provides assurance of product reliability, service quality, and vendor accountability.

By implementing this policy, Deramann Group strengthens its IT procurement processes, enhancing
operational efficiency and reducing procurement-related risks. The structured approach to vendor
management guarantees the consistent delivery of high-quality IT solutions that contribute to the

organization's success and resilience.

BUSINESS CONTINUITY AND DISASTER RECOVERY




Deramann Group is committed to building organizational resilience through a comprehensive
management process that identifies potential threats capable of disrupting critical business operations.
This policy establishes a framework to enhance resilience and ensure the organization can effectively
respond to crises, protecting stakeholders' interests and sustaining long-term operations.

The Resilience policy is supported by Business Continuity Management (BCM) and Disaster Recovery
Plans (DRP) that provide structured responses to business disruptions or emergencies,

Objectives of the Resilience Policy:

+ Ensure Business Continuity — Develop and implement-a Business Continuity Plan {BCP) that enables
the company to maintain essential operations in the event of disruptions, including the loss of staff,
facilities, IT systems, or data. The BCP ensures rapid recovery to minimize downtime and operational

impact,

» Protect People and Assets — Safeguard the welfare of employees and the security of physical and
digital assets through a Disaster Recovery Plan (DRP). This plan outlines recovery procedures for IT
infrastructure and business operations affected by disasters or significant disruptions.

» Raise Awareness and Preparedness — Increase organizational awareness of business continuity
practices. Regular training, testing, and simulations ensure staff are prepared to handle emergencies
and contribute to overall resilience.

» Crisis Management and Response — Develop a Crisis Management Plan (CMP) to mitigate the impact
of unexpected events, ensuring coordinated responses that minimize disruption to critical business

processes and reduce operational risks.

+ Preserve Reputation and Value - Protect the organization's value-creating activities, brand reputation,
and market position by ensuring continuity and stability during crises. This instills confidence among

clients, partners, and stakeholders.
By embedding resilience into its core operations, Deramann Group enhances its ability to withstand

disruptions, safeguarding the organization’s future and ensuring sustained growth and reliability in the

face of adversity.

REMOVABLE MEDIA

Deramann Group enforces a strict Removable Media policy based on the principle of least privilege,
restricting the use of removable media devices on company-managed systems by default. This policy
aims to reduce the risk of data breaches, unauthorized data transfers, and malware infections,
ensuring the integrity and security of the organization’s information assets.

Objectives of the Removable Media Policy:




« Prevent Data Breaches —Minimize the unauthorized transfer of sensitive information t6 removable
media devices, reducing the likelihood of accidental or intentional data leaks.

« Reduce Malware Risks ~ Limit the risk of malware infections that could exploit removable media as an
infection vector, protecting the company’s IT infrastructure from external threats,

» Control and Authorize Usage - Define clear guidelines for the limited and authorized use of removable
media. Employees and contractors may only use removable devices for business purposes when
explicitly approved by the IT department.

 Manage Elevated Access Requests — Establish a formal request process for-users requiring elevated
privileges to access or utilize removable media. This process ensures that approvals are granted only
when justified by specific business needs, with strict monitoring and oversight.
By implementing this policy, Deramann Group safeguards its data and IT systems against vulnerabilities
associated with removable media, reinforcing a secure and compliant work environment. The policy
also promotes awareness and accountability, ensuring that employees handle data responsibly while
minimizing:.exposure to potential security threats.

SECURITY INCIDENT RESPONSE AND MANAGEMENT

Deramann Group recognizes the importance of maintaining the confidentiality, integrity, and
availability of its information assets to ensure smooth business operations and uphold stakeholder
trust. In an increasingly complex threat landscape, the organization acknowledges the risk of security
incidents arising from internal and external sources. Potential threats include unauthorized access,
malware attacks, privilege escalation, asset theft, and email compromise.

To mitigate these risks and respond effectively, Deramann Group has established a comprehensive
Security Incident Response and Management policy. This policy provides a structured approach to
handling incidents, ensuring swift containment, investigation, and recovery to minimize disruption and

prevent further damage.
Key Objectives of the Policy:

+ Incident Definition and Accountability — The policy clearly defines what constitutes a security incident
and outlines the responsibilities of the designated incident response team or relevant personnel. This
ensures that incidents are promptly identified, reported, and managed.

» Incident Classification and Prioritization — Security incidents are categorized based on their severity
and potential impact. This classification allows for prioritization, ensuring that critical threats are
addressed immediately to mitigate operational risks.




Communication and Escalation ~ A formal communication plan is in place to notify internal
stakeholders and external regulatory bodies, if necessary. This ensures transparency and compliance,
while facilitating coordinated efforts across departments.

Containment Measures -~ Upon detecting an incident, immediate steps are taken to contain the threat.
This may involve isolating compromised systems, disabling affected user accounts, and blocking
malicious network traffic to prevent further damage.

Root Cause Analysis ~ A thorough investigation is conducted to determine the cause of the incident,
assess the extent of the impact, and identify vulnerabilities. Understanding the root cause enables the
organization to address underlying weaknesses and prevent recurrence.

System and Data Recovery — The policy ensures that affected systems and data are restored to their
pre-incident state through structured recovery procedures, minimizing downtime and preserving

business continuity.

Post-Incident Review — After resolving the incident, a detailed review is conducted to capture lessons
learned. This feedback Ioop strengthens the overall security framework by continuously improving the
incident response plan.

By adopting this policy, Deramann Group enhances its ablility to manage securlty Incldents efficiently,
protecting its operations, reputation, and stakeholder interests from the potentially severe
consequences of security breaches.




